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Introduction:  Solving Today’s Media-Sharing Challenges  

DLNA is the most widely deployed media-sharing technology for the connected home. The Digital Living 

Network Alliance (DLNA) is transforming the connected home experience with DLNA 4.0, which brings 

major improvements to the ease of use of personal media-sharing services that allow media stored in 

the home to be played back on a variety of in-home devices. 



DLNA 4.0 is a DLNA Certification Program that dovetails with the newly updated (June 2016) DLNA 

Guidelines, published at www.dlna.org/guidelines/. The DLNA 4.0 program brings improvements to 

interoperability and customer ease-of-use for media-sharing services. With an increasingly diverse mix 

of mobile devices, media formats, and media applications being used in the home, the new features 

make the media playback experience more robust and the overall media sharing experience more 

intuitive. DLNA 4.0 also supports the latest home network requirements such as improved energy 

efficiency, diagnostics, and support for IPv6. 

To deliver interoperability, DLNA 4.0 devices must support mandatory media formats while still enabling 

optional media formats. This gives devices a common “language” for media sharing and playback.  

Playback robustness has also been improved, and additional enhancements create a more seamless and 

enjoyable media experience. Products that are DLNA 4.0 certified will include TVs, PCs, tablets, set top 

boxes, AV receivers, game consoles and mobile phones. 

This paper explains the new DLNA 4.0 features and describes how they support in-home media sharing 

services, describes the DLNA 4.0 Certification Program, and provides links to further information. 

Readers are also welcomed to contact DLNA at admin@dlna.org for questions about DLNA 4.0.  

DLNA 4.0 in Action 

DLNA 4.0 provides support for enjoying personal content in the home. DLNA 4.0 also allows users to 

access personal media from the cloud. These scenarios are described below. 

Playback of In-Home Media 
 

DLNA has long been the mainstay among consumer solutions that enable devices from many 

manufacturers to work together to play back media within the home.  DLNA 4.0 further extends 

these advantages in a world that is increasingly mobile, and where the number of connected devices 

continues to grow.  The research firm IHS reports in its Q1 2016 Connected Device Market Monitor 

report that the North American market is the most saturated, at 13 connected devices per 

household.   

Although on-line streaming of audio and video services is increasingly popular, consumers continue 

to make use of personal repositories for music files, personally recorded video, downloaded video, 

and photographs.  There also is a general trend to higher resolution content on personal devices – 

for instance, 451 Research has reported that most users aren’t interested in taking pictures at lower 

resolution – the firm said in its January 2016 report, The Personal Mobile Content Explosion, that 92 

percent of respondents either shoot at the highest setting, or at their camera’s default. 

Music files are stored in compressed (MP3), uncompressed (CD), or high-resolution formats. 

Consumers store these files on in-home media servers, smartphones, tablets and computers, as well 

as dedicated music streaming devices. DLNA applications on these devices allow these files to be 

easily played back on audio systems using the home network as a backbone. 

Video content is increasingly diverse, more widespread, and, like music files, trending to higher-

definition formats. While there have been major increases in media processing power of consumer 

http://www.dlna.org/guidelines/
mailto:admin@dlna.org
https://technology.ihs.com/579425/connected-device-market-monitor-q1-2015
http://synchronoss.com/wp-content/uploads/451-Synchronoss-mobile-content-explosion-2.pdf


devices to handle higher-definition content, there are also more opportunities for mismatch of 

media capabilities among devices and formats.    

Consumer-generated video is becoming much more prevalent as the latest smartphones enable 

high-quality recordings with easy storage options and high-quality, high-resolution displays. The 

main issue is moving the content from source to external display, and DLNA 4.0 is an ideal solution.  

DLNA 4.0 has expanded the scope of video format support to include the latest High-Definition (HD) 

and Ultra High-Definition (UHD) formats, and supports many in-home service scenarios. For 

example, a DLNA 4.0 application on a smartphone could stream a personally recorded 4K UHD video 

to play it on a smart TV. Or, a library of HD or UHD videos could be stored on and streamed from a 

central media server or Network Attached Storage (NAS) device. 

In comparison to other in-home consumer media streaming solutions, DLNA’s device and content 

discovery functions enable a comprehensive media-sharing app that gives consumers full visibility of 

their media library. As DLNA’s media format definitions are very comprehensive, servers are able to 

make content available to playback devices in high-quality formats that don’t compromise quality.   

And, DLNA 4.0’s interoperability and robustness features help these services work easily across a 

wide range of devices from different manufacturers.  

Playback of Content Stored in the Cloud 
 

A growing percentage of users are storing personal media files in the cloud, either as primary 

storage or as backup storage for their in-home media files. DLNA 4.0 supports playback from the 

cloud in a variety of ways. Personal audio, video and photos can be streamed to in-home devices 

from a cloud-based server, with the DLNA controller receiving the fully qualified domain name of the 

server based on user input or data received from the application.  

DLNA 4.0 Architecture  

DLNA provides an architecture for sharing media among server and playback devices. A very large set of 

deployed devices has been certified to previous versions of DLNA Guidelines. DLNA 4.0 retains the same 

functional architecture as previous versions, with updates that improve flexibility and the intuitiveness 

of the user experience. The functional architecture defines media-sharing capabilities that are 

implemented across a variety of physical devices:  

 Media content, such as audio, audio/video, or photos, is stored on and/or sourced by a digital 

media server (DMS).  

 A digital media player (DMP) is the playback device, such as a TV, an audio receiver, photo 

display, etc. It finds content exposed by a DMS and plays it locally on the DMP. These DLNA 

functions are shown in Figure 1. 

 A digital media renderer (DMR) is a device that will play audio and video content but the content 

discovery and playback setup is performed by a digital media controller.  

 A digital media controller (DMC) acts as the service intelligence, instructing other elements to 

deliver and play back media. It could be located in a smartphone, tablet, computer, or 

integrated within a playback device such as a TV. The user would typically interact with the 



media controller to initiate service, select titles, etc. These DLNA functions are shown in Figure 

2. 

 To increase the flexibility of DLNA products, DLNA 4.0 augments the traditional DLNA 

architecture by requiring that DMPs be implemented with a DMR interface allowing external 

control so that playback works for a user with a DMC. These DLNA functions are shown in Figure 

3. 

 Audio or audio/video content is delivered by streaming from server to renderer (under control 

by an external controller) or from server to player (under control by an internal controller).  

 DLNA makes use of device discovery to locate available DLNA devices, and content discovery to 

inform the user about titles and descriptions of available media.  

 

Figure 1 - DLNA 2 Box Model 

 

 

Figure 2 – DLNA 3 Box Model 

 

 

 



Figure 3 – DLNA 4.0 

 

 

 

Comparing DLNA 4.0 with Previous Versions 

DLNA Certification Programs are available in versions that address different levels of feature 
requirements. DLNA 4.0 is the latest version, with a focus on improvements to interoperability and 
robustness of user experience. The DLNA Certification Program versions gives CE manufacturers options 
for certifying their products based on how they plan to differentiate them in the market, while offering a 
new DLNA 4.0 path to providing consumers with the most satisfying connected experience possible.   
 
DLNA Certification versions include: 

 DLNA 2.0 for products primarily used with standard-definition media content in a PC-centric 

connected home environment 

 DLNA 3.0, which adds mandatory trick modes including fast forward and rewind, pause, etc. 

 DLNA 4.0, which creates the opportunity to differentiate products for personal media sharing 

based on the best possible user experience, across the broadest range of devices and media 

formats, while supporting the latest home network architecture requirements.  DLNA 4.0 is 

associated with the latest DLNA Guidelines published in June 2016. 

Newer DLNA versions are backwards interoperable with previous DLNA versions. 

DLNA also offers VidiPath, which enables consumers to stream their favorite television programs and 

movies from their local service provider to products built to the VidiPath Guidelines, such as televisions, 

tablets, phones, Blu-ray players, set top boxes, PCs and game consoles anywhere in the home. 

 



DLNA 4.0 Features 

The most important DLNA 4.0 features are shown below. For each, a reference to the June 2016 

Guidelines is given. These Guidelines are available at www.dlna.org/guidelines/.  

Media Format Profiles Extended for HD and UHD Interoperability 
DLNA 4.0 provides support for the latest codecs in popular formats. Specifically, it provides: 

 Mandatory support for HD AVC in MPEG-4 containers 

 Mandatory support for UHD HEVC in DASH containers 

 Mandatory support for HD HEVC in DASH containers 

 Optional support for HD AVC in MPEG-2 containers 

The latest TVs and smartphones record video in the High Efficiency Video Coding (HEVC) format. In 

addition to supporting this format, DLNA also supports consumer-generated video from smartphones 

that use Advanced Video Coding (AVC) in MPEG-4.1  

Media Format Profiles Harmonized to Improve Home and Mobile Device Interoperability  
DLNA 4.0 harmonizes the mandatory profiles for Home Network Device (HND) and Mobile Handheld 

Device (MHD) so that home and mobile devices consistently work together.2     

Media Transcoding at the Server So All Content Can Be Rendered 
In DLNA 4.0, every media resource exposed to media rendering devices by a Digital Media Server (DMS) 

must be available in a mandatory Media Format Profile. The mandatory formats are selected as the 

most common or “baseline” formats for a particular content type. For example, the mandatory “HD” 

media format profile for certain devices is AVC encoding transported in an MPEG4 container. If the 

server has available a piece of HD content encoded in an HEVC format, it must also then make it 

available in the AVC MPEG4 format. Server transcoding, or translation of content from one 

format/codec to another, is expected to be used to comply with this requirement.3 

Features to Improve Playback Robustness 
Features that improve playback robustness on DLNA Certified® playback devices were added in DLNA 

4.0 to deal with “real-world” historical issues which have occurred between devices and servers, such 

as:  

 Content appeared to be available on the server, but could not be shown to the user on the 

player 

 Content was shown on the player as playable, but would not play, with or without an error 
message or explanation such as “format not supported,” or it was shown as playable but was 
“grayed out” and not selectable.  

 Content was perceived to not play “properly,” exhibiting either slow response times or poor 
quality. 

DLNA 4.0 requires that additional actions on the playback device be taken in the case of playback error. 

These include backup procedures to allow a renderer to re-request content in additional formats as 

needed. For instance, if the renderer initially selected a media element that could not be properly 

rendered, it will return to different elements that would use a lower resolution codec, providing a more 

error-resilient playback process.4  

http://www.dlna.org/guidelines/


Enhancement of DMP so Devices “Just Work” 
In the past, users have found the distinction between Digital Media Players (DMPs) and Digital Media 

Renderers (DMRs) to be confusing. This could be problematic since devices with DMC functionality could 

not control a DMP. DLNA 4.0 Certified DMPs will operate both as a traditional DMP or a DMR, so that 

DLNA 4.0 DMPs will work in all playback scenarios.  Users don’t need to know if their device is a DMP or 

a DMR – playback using a DMC just works.5  

Increased Metadata to Improve Client Device Operation 
In DLNA 4.0, metadata associated with UPnP AV4 extensions are passed from servers to playback 

devices. This metadata provides additional information about audio and video content, enabling a richer 

set of information to be provided to users. DLNA 4.0 mandates that a piece of content exposed in 

different formats must be exposed as a single CDS (Content Directory Service) object. This reduces 

confusion for users as they will see a single content title, yet it allows the player to automatically use the 

optimum media format resolution for that title.6  

Playback Features That Enable Streaming from a Cloud Server 
DLNA 4.0 includes support for Domain Name System (DNS) queries and Fully Qualified Domain Names 

(FQDNs) at playback devices. Earlier versions of DLNA allowed only IP addresses in order to ease 

implementation burden for devices that only needed to provide automatic local discovery. Now, the 

playback device can determine the public and possibly dynamic IP address of a host from which they can 

source personal media files and other content for rendering on their connected-home devices.7  

Home Network Architecture Improvements 
DLNA 4.0 also includes a set of features that improve trouble-shooting, energy efficiency and the 

transition to IPv6 networking. 

 Advanced Diagnostics for Improved Troubleshooting 

DLNA 4.0 includes Layer 3 (mandatory) and Layer 2 (optional) diagnostics features that increase 

robustness and improve troubleshooting. DLNA 4.0 diagnostics provide the ability to retrieve 

information about the state of connections between the gateway and devices in the home.  

Layer 3 testing is performed with UPnP device management, and provides high-level 

management information along with basic tools such as Ping, Trace Route and NS Lookup to 

help resolve connection issues. Layer 2 testing is performed with the IEEE 1905 nVoy protocol to 

provide link metrics, network interface statistics, network topology discovery, and the ability to 

work even if IP addressing is broken.8 

 Energy State Signaling for Advanced Power-Saving Capabilities 

DLNA 4.0 mandates support for low-power signaling for DLNA Certified DMS, Mobile Digital 

Media Server (M-DMS) and Digital Media Renderer (DMR) devices used to stream content, so 

that they can enter low-power modes, indicate their state to other devices and cooperate on 

improved network energy efficiency. The Guidelines incorporate UPnP and Wake-on-LAN to 

facilitate a variety of power management capabilities, including enabling a device to advertise 

on the network the signaling specifics required to change its network interface state. They also 

support the use of proxy network interface information so that a server device can be 



immediately discoverable by client devices, even if the server device’s network interface is 

currently non-active.9 

 IPv6 Support for Future-Proofed Network Operation 

Support for IPv6 ensures that DLNA devices will continue to function as consumer devices and 

Internet service provider networks transition to IPv6.10 

Certification Program and Getting Involved 

DLNA’s important role in the digital home has been proven across more than 25,000 device models that 

have been DLNA Certified by over 200 member companies. As of 2016 there are 4 billion DLNA Certified 

products available on the global market. DLNA 4.0 continues this momentum with important new 

capabilities. 

 

Certifying products to DLNA 4.0 will deliver benefits to both consumer electronics manufacturers and 

their customers. Device manufacturers will achieve the highest, standardized level of media 

interoperability, giving their customers improved ease of use and the confidence that the DLNA 4.0 

Certified devices they purchase will “just work together” regardless of operating system or media 

format. 

 

All DLNA Certification Programs are available to DLNA member companies only, and DLNA 4.0 

Certification will be available in early 2017. Products will continue to be tested by DLNA authorized 

Certification Laboratories to ensure compliance with the DLNA 4.0 test plan. Successfully tested devices 

will be able to include the new DLNA 4.0 logo on product packaging. 

 

To be among the first to implement and certify DLNA 4.0 in your devices, please contact 

admin@dlna.org to start your membership. Click here for additional information and to download the 

June 2016 DLNA Guidelines, which incorporate the DLNA 4.0 features and are free of charge to 

members and non-members. Click here to learn more about DLNA’s Certification Program options.  

Summary 

DLNA has built on its long legacy of success to now address the future of the connected home while also 

giving manufacturers the flexibility of multiple certification options depending on specific customer 

requirements. The DLNA 4.0 Certification Program looks ahead to deliver the best possible user 

experience in an increasingly complex connected-home universe with an expanding array of devices and 

content format options, against the backdrop of a growing focus on reducing power consumption.  

DLNA 4.0 Certified products will deliver a more satisfying and energy-efficient connected home 

experience, including viewing high-definition and ultra-high-definition 4K TV content on the broadest 

possible choice of interoperable TVs, PCs, set top boxes, AV receivers, game consoles and mobile 

devices, regardless of manufacturer. The Guidelines are backed by a certification and branding program 

that give consumers the confidence that products carrying the DLNA 4.0 mark will successfully connect 

and exchange content in the home and deliver the most seamless viewing experience possible.  

mailto:admin@dlna.org
http://www.dlna.org/guidelines
http://www.dlna.org/certification/certification


About DLNA 

 

The Digital Living Network Alliance (DLNA) is a technology standards organization driven to build 

industry consensus to advance the interoperability of products in consumers’ connected homes. 

Founded in 2003 with a current membership of more than 150 companies, this unique multi-industry 

collaboration continues to implement an innovative set of guidelines utilized by service providers, 

electronics manufacturers, and software developers to provide consistent performance in a connected 

home environment. Consumers can share and enjoy personal content on DLNA Certified devices and 

subscription TV content on VidiPath Certified devices, including mobile devices, PCs, set top boxes, AV 

receivers, game consoles, TVs and more, regardless of manufacturer. DLNA has also created a robust 

certification program which tests and verifies the interoperability of products built to its standards, 

ensuring consumers that devices branded with the DLNA Certified and VidiPath Certified marks will 

successfully connect and exchange content. Additional information about the Alliance is available at 

www.dlna.org. Find the Alliance on Facebook at www.facebook.com/dlnacertified or on Twitter @DLNA. 
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